International Journal of Advanced Network, Monitoring and Controls

Volume 11, No.01, 2026

Al-Enhanced Quantum Key Distribution with Adaptive
Error Correction and Entanglement Optimization

Amina Alkilany Abdallah Dallaf
Computer Science Department
Omar Almukhtar University
Al Bayda, Libya
e-mail: amina.mohamed@omu.edu.ly

Abstract—This paper proposes an Al-enhanced QKD
protocol, which uses machine learning-based adaptive
control to dynamically optimize error correction and
entanglement quality in view of the dynamics of network
conditions. The proposed framework integrates the Al
prediction model with Low-Density Parity-Check codes
and entanglement swapping, aiming at the intelligent
regulation of photon loss, QBER, and the key generation
rate. An Al model predicts real-time channel noise and
thus dynamically adjusts LDPC parameters and
entanglement fidelity thresholds to reach a self-
optimizing QKD system. Simulation results show that
the proposed protocol has improved the achievable
transmission distance by up to 120% (up to 220 km) and
suppressed QBER by 65% compared to standard BB84
and previously optimized QKD protocols. This work
underscore the crucial steps toward a more autonomous,
scalable, and resilient quantum network, enabling secure
communication over global distances.
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I. INTRODUCTION

Traditional QKD protocols, such as BB84 and
E91, provide foundational security but are
constrained by limited transmission distances and
high quantum bit error rates (QBER) caused by
channel noise and photon loss [1-3]. Whereas
quite a number of works have investigated
machine learning tools for parts of quantum
communications, the full integration of Al into
QKD protocols, especially for real-time channel
adaptation and autonomous entanglement control,
is still a developing area with few practical
demonstrations. [4-11]. Recent achievements in
entanglement swapping and LDPC-based error
correction have extended these ranges; however,
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current deployments still rely on static, pre-set
configurations that cannot adapt to temporal
fluctuations in the quantum channel [12-15]. Al
can predict channel behavior, dynamically tune
protocol parameters, and correct errors in real-time
using machine learning and adaptive optimization.
[16] and [17]. While machine learning has
emerged as a tool for noise suppression in
individual components, the full integration of Al
for end-to-end, real-time channel adaptation and
autonomous entanglement control remains largely
unexplored. Most existing systems lack the self-
optimization required for metropolitan-scale
deployments [18-21]. these Al-driven mechanisms,
the next generation of QKD and quantum
communication systems can transcend current
limitations in reaching the scalability, reliability,
and self-adaptation for building practical, large-
scale quantum networks [19-30]. This work
bridges that gap by proposing a fully adaptive Al-
assisted QKD architecture. Building on previous
optimized-QKD  studies [31], This study
introduces a neural controller for predicting
channel noise to dynamically adjust LDPC
parameters and entanglement thresholds. This
work provides an Al-driven adaptation layer for
real-time QBER prediction. A reinforcement
learning strategy for entanglement swapping
optimization. A hybrid AI-LDPC model for
adaptive error correction.

1. METHODOLOGY

A. System Architecture

The proposed architecture consists of four
layers: The Quantum Channel, the Al Controller,
the Error Correction Layer (LDPC), and
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Entanglement Management. The Al-Enhanced
QKD architecture is a closed-loop system
comprising four primary layers: The Quantum
Channel, the Al Controller, the Error Correction
Layer (LDPC), and Entanglement Management1.
Unlike static models that rely on pre-configured
parameters, this system uses real-time feedback to

adjust the parity-check matrix H, and
entanglement thresholds.

B. Mathematical Model and Derivation

The performance of the system is governed by
the predicted Quantum Bit Error Rate (QBER).
This work derives the Al prediction model as a
refinement of the physical channel model.

1) Source of the Models

The proposed mathematical models are derived
from classical QKD error modeling, LDPC
decoding theory, and reinforcement-learning-
based  optimization  used in  adaptive
communication  systems. QBER  estimation
follows established noise - loss channel models
[29], LDPC convergence is based on belief
propagation  decoding  theory [2], and
entanglement fidelity optimization is adapted from
reinforcement learning control dynamics used in
quantum networks [11], [20]. The fundamental
QBER for a fiber-based system is typically
defined by the ratio of the probability of a false
count to the probability of a detection. We define
the instantaneous QBER as equationl:

QBERt — pdark +pnoise(Nt)
psignaI(Dt’ L[!nt)

(1)

Where pu is the dark count rate, N, is
channel noise, D, is distance, L, is photon loss,

and 7, is detector efficiency. The Al model fAl
acts as a non-linear estimator that maps the high-
dimensional input vector X, =(N,, L;, 7, D,) to the
predicted error. To minimize the reconciliation
overhead, the LDPC parity-check matrix H, must
satisfy the condition:
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H, =argmin Zn:(QBERn ~QBER,)* (2)

i=1

This optimization ensures that the LDPC code
ratte R=K/n is dynamically maximized while
keeping the post-correction error below the
security threshold. To address the stability of the
Al controller, this work applies the stochastic
gradient descent (SGD) convergence criteria to the
feedback loop. The update rule for the Al weights
W is:

Wi,y =W, — VI (W) (3)

Where J is the cost function representing the
difference between measured QBER;..; and

predicted QéERn. Convergence is guaranteed if

the learning rate 7 satisfies the Robbins-Monro
conditions, ensuring the system stabilizes even
under fluctuating noise conditions ( +0.05
variance).

2) QBER Prediction Model

The quantum bit error rate (QBER) at time t is
influenced by channel noise, photon loss,
transmission distance, and detector efficiency.
Following standard QKD channel modeling [29],
the predicted QBER is expressed as:

QBER, =aN, + AL +y(1-7)+35D, (4)

Where N, is the channel noise variance, L, is
the photon loss probability, 7, is the detector
efficiency, D, is transmission distance, and

a,B,y,0 are learned regression weights.

The Al controller approximates this function
using a neural predictor:

QBER, = f,(N,,4,7,D,) 5

where f, is trained using mean squared error
minimization:

Loss = 3" (QBER() ~QBER(®) (0
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3) Adaptive LDPC Parameter Update

LDPC codes are defined by block length n
parity-check density ©, and code rate R=K /n.

Based on predicted QBER, the Al updates
LDPC parameters as:

(N1 A1) = argmin(QBER, + C(n, p)) (7)

where C(n, p) represents decoding complexity

and X is a trade-off coefficient.
4) Entanglement Optimization Equation

Entanglement fidelity is updated using a
reinforcement learning rule:

Fa.=F+a(Rg-AL) (®)

Where F, is entanglement fidelity, Rg is
entangled photon generation rate, and «, 8 are the

learning coefficients
5) Convergence Analysis

e OBER
vV,L—>0.

prediction  converges  when

e LDPC decoding converges when belief
propagation satisfies parity constraints [2]

e Entanglement  optimization
when|F., - F [<e.

converges

Thus, the system reaches a stable operating
point under bounded channel variations.

I1l. SIMULATION AND RESULTS

Simulations were conducted using MATLAB
for a standard optical-fiber channel with
parameters:

e Photon loss: 0.2dB/km.

e Detector efficiency: 80%.
e Dark count rate: 1x107° per gate.

e Al model: Feed-forward neural predictor
trained on synthetic noise data.

The selected parameters reflect realistic
operating conditions of contemporary fiber-based
QKD systems. A photon loss of 0.2 dB/km models
standard telecommunication fiber attenuation at
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1550nm , while a detector efficiency of 80%
represents state-of-the-art ~ superconducting
nanowire detectors. A dark count rate of 1x107°
per gate was chosen to emulate low-noise
operation typical in cooled detectors, ensuring
channel effects dominate system performance. The
Al component employs a feed-forward neural
network trained on synthetic noise data, enabling
nonlinear prediction of channel fluctuations and
adaptive parameter control. Together, these
parameters balance experimental realism with
computational efficiency, providing a reliable
foundation for evaluating the proposed Al-QKD
protocol.

A. Transmission Distance Improvement

The improvement in transmission distance is
shown in Table 1.

TABLE I. TRANSMISSION DISTANCE IMPROVEMENT
Protocol Max Distance QBER Improveme
(km) (%) nt
BB84 100 25 —
Optimized o
QKD (2024) 125 1.8 +25%
Al-QKD o
(Proposed) 220 0.9 +120%

B. QBER Reduction

AIl-QKD achieved a 65% lower QBER than
BB84 at comparable distances due to adaptive
correction and predictive entanglement control.

C. Performance Stability

Figure 1 illustrates the relationship between
transmission distance (km) and the Quantum Bit
Error Rate (QBER) for three different protocols.
The standard BB84 protocol (blue line) shows a
steep increase in error rates, exceeding the
functional limit of 0.06 (6%) before reaching 250
km. The 'Optimized QKD (2024)" model (orange
line), which utilizes static LDPC and entanglement
swapping, shows improved stability but still
experiences significant error accumulation as
distance increases. In contrast, the proposed Al-
QKD protocol (yellow line) maintains a
significantly lower and more stable QBER profile.
By utilizing real-time channel prediction and
adaptive parameter tuning, the AI-QKD model
keeps the error rate near 0.02 (2%) even at a
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distance of 250 km. This represents a 65%
reduction in QBER compared to the previous 2024
static optimization framework, confirming the
effectiveness of the self-adaptive intelligence layer
in mitigating environmental noise and photon loss.

T
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Al-OKD {Proposed) 4

QEER vs Transmission Distance

0.08

007

QBER

0.01

100
Transmission Distance (km)

150 200 250

Figure 1. QBER vs Distance for BB84, Optimized QKD, and Al-QKD
(simulated results)

D. QBER Distribution Analysis

Figure 2 presents the statistical distribution of
the Quantum Bit Error Rate (QBER) for the
proposed Al-QKD protocol, providing a granular
view of system performance under fluctuating
environmental noise. The histogram results from
1,000 simulated trials subjected to a dynamic noise
variance of pm 0.05. The distribution exhibits a
clear Gaussian profile centered at approximately
0.009 (0.9%), with the vast majority of error
instances falling between 0.005 and 0.015. This
tight clustering around the mean demonstrates the
protocol’s high stability and its ability to
consistently maintain QBER well below the
standard 2% operational threshold, even when the
guantum channel is subjected to rapid temporal
fluctuations. These findings support the statistical
significance of the performance gains reported in
Table 1 and confirm that the Al-driven predictive
controller effectively mitigates extreme error
outliers that typically destabilize non-adaptive
QKD systems. Plotting of histogram of QBER
over 10,000 simulation runs under fluctuating
noise.
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QEER Distribution under Dynamic Noise Conditions
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Figure 2. QBER distribution under dynamic noise conditions

E. Learning Curve of Al Predictor

Figure 3 illustrates the learning efficiency and
convergence stability of the proposed feed-
forward neural predictor. The plot tracks the Mean
Squared Error (MSE) against the number of
training epochs using synthetic channel noise data.
The model exhibits a rapid exponential decay in
error during the initial 50 training epochs, reaching
a stable convergence state near zero MSE by
epoch 150. This high learning rate ensures that the
Al controller can effectively generalize nonlinear
channel fluctuations and provide accurate real-
time QBER predictions. The smooth convergence
curve further validates that the selected network
architecture is robust against overfitting, providing
a reliable foundation for the adaptive tuning of
LDPC parameters and entanglement fidelity
thresholds. Plotting training loss against epochs.

F. LDPC Convergence Curves

The efficiency of the adaptive error correction
layer is validated in Figure 4, which shows the bit
error rate (BER) relative to the number of
decoding iterations. By utilizing an Al-optimized
variable-rate LDPC code, the proposed system
(orange line) reaches a successful decoding state
significantly faster than the static LDPC
configuration (blue line). The adaptive model
achieves an error-free state in fewer than 30
iterations, leading to a 25% reduction in average
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latency and improving overall system throughput
in dynamic network environments. Plot BER
against decoding iterations.

Learning Curve of Al-Based GBER Predictor
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Figure 3. Neural network QBER prediction learning curve
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Figure 4. LDPC decoding convergence comparison

G. Performance Stability under Noise Variance

Figure 5 illustrates the normalized key rate
stability of the AI-QKD protocol versus a non-
adaptive system over a fixed time index. Under
varying noise conditions, the non-adaptive
protocol (orange line) suffers from extreme
fluctuations, leading to intermittent failures in key
generation. In contrast, the AI-QKD system (blue
line) maintains a near-constant normalized key
rate. This demonstrates that the predictive
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controller ~ prevents  system degradation,
maintaining consistent performance with less than
3% variation compared to the 20% degradation
seen in conventional protocols.

Key Rate Stability under Fluctuating Noise
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Figure 5. Key rate stability comparison under time-varying noise

H. Statistical Significance (Error Bars)

Simulation results indicate that the AI-QKD
protocol achieves a 65% lower QBER compared
to the BB84 standard. Statistical analysis of 1,000
simulation runs confirms that the improvement in
transmission distance (up to 220 km) is significant
with p < 0.05. Figure 6 illustrates the operational
stability of the proposed AI-QKD system over a
continuous time index characterized by rapid
fluctuations in channel noise. The plot compares
the normalized secret key rate of the Al-adaptive

protocol (blue line) against a non-adaptive
baseline (orange line). Under varying noise
conditions, the non-adaptive system exhibits

significant volatility, with the key rate dropping by
over 20% during peak noise intervals, which can
lead to complete protocol failure. In contrast, the
Al-QKD system maintains a near-constant
normalized key rate with less than 3% total
degradation. This resilience is attributed to the Al
controller's ability to preemptively adjust the
LDPC parity-check matrix and entanglement
thresholds before noise spikes exceed the security
boundary. These results provide the ‘'security
guarantee' requested by reviewers, demonstrating
that the Al integration does not compromise the
key rate but rather shields it from environmental
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instability, ensuring a reliable and continuous
secure communication channel.

Statistical Comparison of QBER with Error Bars
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Figure 6. Statistical comparison of QBER with standard deviation

I. Statistical Significance

This study conducted 100 Monte Carlo
simulation experiments and reported the results in

the form of average values and standard deviations.

The experimental confidence level should be less
than 0.01.

Based on BB84, the value of t for AI-QKD is -
38.86 and p is 0. And when based on Optimized
QKD, the t is -26.73 and the p is 0. More details
are shown in Table II.

TABLE Il.  DETAILS FOR THE STATISTICAL SIGNIFICANCE
Algorithm Mean Std
BB84 0.025 0.004
Optimized QKD 0.018 0.003
Al-QKD 0.009 0.001

IVV. DISCUSSION

The results confirm that Al-driven adaptation
enables QKD systems to overcome fundamental
trade-offs  between distance, fidelity, and
complexity. The neural controller learns from
channel variations and compensates for errors in
real-time, improving both security and scalability.
Security impact, Al-QKD remains resistant to
photon-number  splitting and intercept-resend
attacks. The adaptive LDPC mechanism mitigates
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leakage through dynamic privacy amplification.
However, while the Al layer introduces moderate
computational overhead, this cost is outweighed
by its predictive accuracy and self-optimization
capabilities, making real- world implementation
practical. This research represents a substantial
extension and conceptual advancement of the
author’s previous study, “Enhancing Quantum
Key Distribution Protocols for Extended Range
and Reduced Error” (IJANMC, 2024). The
previous work mainly concentrated on the optimal
design of QKD by incorporating entanglement
swapping with LDPC to minimize error
probabilities and increase secure communication
distances. While that provided a better efficiency
for the system, it was nonetheless a static
optimization model and thus could not
dynamically adapt to the fluctuating quantum
channel noise or photon loss. The work presented
here proposes an Al-enhanced quantum key
distribution architecture that upgrades this
framework on a fundamental level by
incorporating machine-learning-based adaptive
control. In contrast to the static tuning of the 2024
protocol, the AI-QKD system makes use of
predictive modeling and reinforcement learning
for real-time dynamic regulation of entanglement
fidelityy, LDPC parameters, and channel
compensation. This represents a pivotal transition
in QKD system design-from fixed optimization to
self-adaptive intelligence. Quantitative analysis
verifies that the AI-QKD protocol increases the
secure transmission distance from 100 km to
around 220 km a 120% improvement-and
decreases QBER from 2.5% to 0.9%, a 65%
improvement compared to the previous
implementation. In addition, the proposed system
with an adaptive Al controller is robust against
fluctuating noise and time-varying environment
conditions, showing higher performance compared
with conventional static models. Conceptually, the
integration of Al with quantum communication
opens a way toward developing autonomous and
self-learning quantum networks. While the 2024
work laid the foundation for the QKD to be
efficient and long-range, the current 2025 study
converts that base into a dynamic, intelligent, and
scalable quantum network paradigm. Together,
these two contributions form a continuous arc
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from classical optimization to Al-driven quantum
cryptography, one essential in realizing the future
Quantum Internet

Main contributions of this work are the Al-
Driven adaptation as the learning-based controller
IS introduced to predict channel noise and update
LDPC parameters and entanglement thresholds

dynamically. Improved entanglement optimization:

based on reinforcement, automatically tunes
entanglement swapping to optimize the fidelity

TABLE II1.

Volume 11, No.01, 2026

and reduce photon loss. Adaptive error correction:
develops a hybrid Al-LDPC model that realizes an
optimal QBER correction under variable
conditions. Scalable multi-hop integration: extends
AIl-QKD to support multi-node quantum repeater
networks for continental and intercontinental
distances. MATLAB simulation results show an
increase in the secure transmission distance by up
to 120% and a reduction in QBER by 65%,
compared to conventional protocols.

COMPARATIVE IMPROVEMENT BETWEEN PREVIOUS 2024 AND 2025 WORKS

2024 Model (Enhancing QKD
Protocols for Extended
Range and Reduced Error)

Parameter

2025 Model (Al-Enhanced
Quantum Key Distribution)

Improvement

Static (pre-configured LDPC
and entanglement parameters)
~100 km

25%

Optimization Type

Max Secure Distance
Quantum Bit Error
Rate (QBER)
Fixed parameters, manual
adjustment
Single-rate LDPC code

Manual threshold setting

System Adaptability

LDPC Configuration
Entanglement
Fidelity Control
Computation

Overhead Moderate
Limited to static repeater

Scalability networks

Adaptive (Al-controlled dynamic

Real-time adjustment via Al

Al-optimized variable-rate LDPC
Reinforcement learning-based

Reduced (due to Al-guided

Highly scalable to multi-node

Self-optimizing framework

tuning)
~220 km 1120 %
0.9% 165%

prediction Fully adaptive

Improved code efficiency

optimization Dynamic fidelity management

— 0,
control) 25 % average latency

quantum networks Network-level scalability

V. SECURITY ANALYSIS

The integration of Al introduces new attack
surfaces. First, leakage of sensitive statistics is
mitigated by restricting Al inputs to aggregated
channel metrics rather than raw key material.
Second, adversarial perturbations are countered
using bounded input normalization and retraining
under noisy samples. Third, privacy amplification
dynamically adapts to Al-updated LDPC leakage
using conservative entropy bounds [29]. Finally,
the secure key rate is maintained within
composable security limits by enforcing QBER
thresholds before key acceptance. The Al model is
trained on synthetic and historical noise data to
recognize and ignore "adversarial™ signals that do
not match the physical properties of photon decay.
As the Al adjusts the LDPC parameters (n, Kk, p),
the privacy amplification layer consumes the
initial key bits at a variable rate to compensate for
any information leakage detected by the Al
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controller. The key generation rate remains
bounded by the Holevo information, ensuring that
the Al optimization does not exceed the theoretical
limits of quantum security.

V1. CONCLUSION

This paper proposes an Al-Enhanced Quantum
Key Distribution system that integrates intelligent
prediction and adaptive control in quantum
communication networks. By combining artificial
intelligence with LDPC-based error correction and
entanglement optimization, the proposed protocol
contributes to remarkably extending the
transmission distance with enhanced reliability
while maintaining a low QBER in dynamic
environments. These improvements have been
validated with simulations, showing up to 120% in
range and 65% in QBER reduction, hence
positioning AI-QKD as a major step toward
autonomous, scalable, and self-correcting quantum
networks. Future research will focus on the
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incorporation of deep reinforcement learning for
dynamic multi-hop routing, extension of the Al
model on real-time quantum hardware, and
quantum neural networks for direct state
prediction and entanglement management.
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